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Competencies of a Risk
Manager

Technical expertise
Systems thinking

System engineers - in their roles as risk analysts and managers - have never been more important due to several reasons – evolving nature of enterprise
systems, technological innovations in RiskTech, emergence of new risk threats, and most recently - the rapid operational changes brought by the COVID
pandemic. And yet, pedagogical structure of developing risk management competencies for system engineers is still primarily geared towards technical
skills which highlights the myopia of specialization. Nonetheless, there are other skills and competencies system engineers need in the post-COVID era:
Systems Thinking, Ethical, Social, and Cultural competencies. Together with the more traditional Technical Expertise, they form the Five Core Competencies
for a truly Systemic Risk Managers. This poster describes and differentiates these competencies and provides recent cases of their importance. Also
presented are the six levels of the Systemic Risk Manager’s Maturity Model which range from the simplest - managing risks for compliance to regulations,
to the highest level of maturity – managing risks because it is a social responsibility. Finally, these Five Core Competencies and Six Maturity Levels are
shown to be an effective way to develop new and revise existing learning materials for academic and training purposes, as a response to the emerging
needs of system engineers playing the role of enterprise risk managers.

“...Amazon engineers realized
that they’d taught their own
AI that male [job] candidates
were automatically better...”

RiskTech
noun

https://www.lexalytics.com/lexablog/stories-ai-failure-avoid-ai-fails-2020

technology innovations in managing various types of
risk for engineers and managers
“...the carbon footprint of
training a single AI is as much
as five times the lifetime
emissions of an average car...”

Ethical competence

https://www.modernghana.com/news/1050730/artificial-intelligence-and-environment-thepros.html
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Case Studies

Compliance
to rules &
regulations

Manage risk
in multiple
ways

Manage risk
for multiple
stakeholders

Manage risks
to maintain
law and
order

Manage risk
because it is
the right
thing to do

Manage risk
for justice
and fairness
for everyone

Risk Managers’ stages of moral
development

“...Supplies of semiconductors have
been hit in the past few months
by COVID-19 lockdowns in Malaysia,
which has hobbled production at
important suppliers...”.

”...legislation to include fines for
organizations that fail to report...”

